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 Be Alert

Phishing:
Phishing is where people online 
try to be other people and make 
you give them your personal 
information like bank details 
and phone numbers. Always be 
careful when you get a dodgy 
email as it could be phishing.
What makes an email dodgy?
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How to prevent it: 
If you get an email from 
someone you don't know, 
double check the email for 
spelling mistakes. If there are 
mistakes then it's probably 
phishing as companies or 
businesses don't make 
mistakes. Equally if it is asking 
you for personal information 
or even money then it’s 
probably phishing. Tell a 
trusted adult and never reply 
to the email.
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Be Kind
Being Kind is all about creating a friendly atmosphere online 
and making sure that nobody feels upset. Remember to treat 
them how you would want to be treated. If there is a bully, set 
an example and report them and the spread of mean 
messages. Respect other people’s ideas even if you don’t agree 
with them. Always remember to encourage everyone to be 
kind to each other and to try and stop bullying. 



How to prevent bullying
As a bystander (someone who watches 
the cyber-bullying), you should report 
the bully and tell a trusted adult, a 
parent or teacher, then they can sort it 
out. If you are the person that is being 
bullied and an adult is not around then 
block and report the person who is 
sending you messages.     



The internet is amazing. You can play, learn, 
create and connect - opening up a whole 
world of exciting possibilities. But with the 
digital world changing all the time, how can 
you make sure you’re staying safe?
That’s where being secure comes in. Whether 
you’re an online expert or you’re not sure 
where to start, you need to know how to keep 
your information secure so you can stay safe 
as the basic internet safety rules haven't 
changed. Hackers are still on the lookout for 
personal information they can use to access 
your bank information and personal details 
so you need a strong password that has at 
least 8 characters. 

Secure and Strong



Be Brave
1) If someone is being mean 

to you or someone else 
report them.

2) Don't be scared to tell a 
trusted adult if you are 
being cyberbullied.

3) Don’t let mean info upset 
you or other people.



1)  Don’t post any personal information online – like your address, email address or mobile number.

2)  Think carefully before posting pictures or videos of yourself.  Once you’ve put  a picture of yourself online 
most people can see it and may be able to download it, it’s not just yours anymore.

3)  Keep your privacy settings as high as possible.

4)  Never give out your passwords.

5)  Don’t befriend people you don’t know.

6)  Don’t meet up with people you’ve met online.  Speak to your parent or carer about people suggesting you 
do.

7)  Remember that not everyone online is who they say they are.

8)  Think carefully about what you say before you post something online.

9)  Respect other people’s views, even if you don’t agree with someone else’s views doesn’t mean you need to be 
rude.

10)   If you see something online that makes you feel uncomfortable, unsafe or worried: leave the website, turn off 
your computer if you want to and tell a trusted adult immediately.

Tips for staying safe 



Always keep 
your 
password 
safe!



A digital footprint is what you have posted online and is what strangers 
know about you from the internet. A positive digital footprint is created 
by only posting happy and kind things online so that people only see the 
good person you are. On social media you have to be careful with the 
things you post, the most important thing is to
NEVER POST PERSONAL INFORMATION ANYWHERE. If you post any 
personal information online, strangers can find it and use it.

Be Sharp



Never share pictures online without 

permission. When you communicate

with people always make sure that you 

know the person that you’re communicating with. Always 

THINK before you post online as it might 

offend others. NOW FOR A QUIZ! Click Here

 BE SHARP
Think 
before you 
post 
online



QUIZ!
1) You’re best friend got a new haircut and isn’t happy with it. Should you:
a) Take lots of photos and post them online
b) Break up friendship
c) Compliment them

2)   Someone has made fun of you online. What do you do?

3)   You are watching videos on the internet when something pops up saying 
‘WIN! A family holiday in the Bahamas! Just enter your name & passcode into 
the blue box below! Closing date is 13th of October 2018!’ Should you:

a) Enter your name & passcode
b) Ignore it
c) Tell an adult

Click here for 
answers



Quiz- Answers!
1) C- nobody likes to be made fun of so how about a compliment instead?
2) You must ALWAYS tell an adult when someone is being mean to you 

online. When someone is constantly being mean to you online it is 
called Cyber-bullying.

3) C- you must never enter your personal info or someone could hack 
you. Tell a trusted adult so they can remove it.



Don’t Fall for 
Fake

Share with 
Care

Secure 
Your 
Secrets 

It’s Cool to 
Be Kind

Have you play INTERLAND?
It’s great for checking your 
safety techniques online!



Be Internet
Awesome!
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